





d. “Member of the University Community” means any individual who is engaged in
reseaich; teaching or Gther'act‘wity at, on behalf of, in connection with or underthe
auspices of the University

e. “Registered Person” means a person (an mdl\zldlm,l, organization or carporation)
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with Controlled Goods an

the CGD.

f. “Security Assessment” means an assessment carried out by the Designated ©

which determines the reliability, trustworthiness and -honesty of an individualand - -~ -

the risk of that individual mishandling Controlled Goods and/or Controlled

Technologies: A security assessment will typicatly-include a review-of persongl -~ -

references, criminal hlstory, place

to undergo the Security Assessment.
g. “Security Breach” includes, but is not limited to:
i. loss of a Controlled Good and/or Controlled Technology;
ii. unauthorized Access to a Controlled Good and/or Controlled Technology;

iii. appearance of damage to or tampering with a Controlled Good-and/or-
Controlled Technology; or

iv.  transfer of a Controlied Good and/or Controlled Technology to an

unauthorized person.
D. Policy
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1. Any member of the University Community or any other person-or organization

<.

wishes Access toa Controlled Good and/or Controlted Technology in connection withan—
University is required to-followthe process - -

activity conducted under the auspices of the
set out in the Procedures and to follow any directions given by the Designated Official in

connection with this Policy in order to ensure that the University’s obligations under the.
CGP are met.

2. When a Member of the University Community believes that a Security Breach has
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ccurred, he or sheis undera positive obiligation-to- immediately report- the

the Designated Official.

—~ded
ndatie

]
-

gy
tG--- - -




All Members of the University Community are expected to cooperate in any duly
authorized inspection or audit activities of the CGD.

Failure to follow this Policy may result in prosecution under the Defence ProductiomAct,—~ . .
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E. Administrative Structure

1. Authority: This Poticy falls under the authority of the Vice-President Research.

2. Designated Official: The Designated Official is the Legal Advisor, Research Services. He
or she carries out duties prescribed by the Controlled Goods Regulations and the

Defence Production Act which include, but are not limited to:

a. Assisting individuals to determine whether a good or technology falls within the
scope of this Policy;

‘b. . Ensuring all individuals.and.or a
Controlled Technology in the University’s possession have undergone required

security clearances;

c. Implementing a security plan in relation to Controlled Goods and/or Controlled
Technologies at the University. The security plan will include, but is not limited to:

i.  Establishing security processes to control-Access to Controlled Goods and/or
Controlled Technologies;

ii. Identifying those responsible for the security of Controlled Goods and/or
Controlled Technologies along with a description of their specific

responsibilities;

iii.  Establishing procedures for reporting and investigating Security Breaches in

d. Providing security b
and/or Controlled Technologies, and

e. Keeping appropriate records regarding all aspects of the Designated Official’s duties
under this Policy.




3. Record Keeping: Records regarding all aspects of this Policy, including supporting
documentation, will be kept separate from all other University records and will be

maintained and stored.securelyand confidentially under the careand controlof the -~ -~~~ ~—~22

Designated Official.

F. Procedures

1. Access to Controlled Goods-and/or ControHed Technologies -

a. The Designated Official-is responsible for determining whether any individualmay =~

Access a Controlled Good and/or Controlled Technology
[

b. Any person who wishes to Access a Controlled Good-and/er Con—trol!redrTeehrnolcgyr e
at the University or in connection with an activity undertaken under the auspices of
the University must disclose this information in writing to the Designated Ofﬂual at
least 2 months before they intend to Access the Controlled Good and/or Controlled
Technology.

c. Each member of the University Community who intend
and/or Controlled Technology must consent to a Security A
Designated Official. Authority to Access a Controlled G
Technology will be granted by the Designated Official only to those individuals
whose Security Assessment was deemed satisfactory.

f. The process for determining Access by persons who are not members of the - -
University Community depends on the status of the person seeking such Access.
The Designated Official will advise such person of the details of that process upon
being notified of their intent to Access Controlled Goods and/or Controlled
Technologies.







